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Guidance

Section 1: Introduction

1.1

This handbook provides general guidance for academic staff, undergraduate and
postgraduate students about the ethical issues which can arise in the conduct,
supervision and utilisation of research involving human participants and
emphasises the need to work within professional codes of conduct and legal
statutes.

Section 2: Guiding Principles

2.1

2.2

2.3

24

Research involving human participants is a moral enterprise invested by mutual
respect and trust between participants and investigators. Maintenance of integrity
in the professional conduct of research encompasses responsibilities to
participants, funding agencies, employers, colleagues and students. Professional
bodies emphasize the need for democratic values, respect for persons, knowledge
and the quality of research to inform its conduct, whilst acknowledging
conscientiousness, honesty, courage, and diplomacy to be desirable attributes of
researchers.

In the conduct of research, the risk of foreseeable harm to the physical,
psychological, social wellbeing, health, values and dignity of participants should be
minimized. It is the potential vulnerability of participants and their need for respect
and protection that justifies ethical reviews of research and against which its
acceptability is judged. “Medical research involving human subjects may only be
conducted if the importance of the objective outweighs the risks and burdens to the
research subjects” (WMA 2013).

Respect for autonomy, beneficence, non-maleficence, and justice are fundamental
and widely accepted ethical principles relevant to research. Respect for these
principles lies at the heart of human rights legislation (e.g. Human Rights Act
1998). Three articles within this act are particularly relevant to safeguarding the
rights of research participants, minimising risks, and ensuring informed consent,
privacy, anonymity and confidentiality.

= Atrticle 3: No-one shall be subjected to torture or inhuman or degrading
treatment

= Article 8: Everyone has the right to respect for his/her private and family life,
his/her home and correspondence

» Article 9: Everyone has a right to freedom of thought, conscience and religion.

Respect for autonomy — ‘self-rule’ — requires that individuals have the right whether
or not to participate in a research study, free from coercion and without prejudice.
Researchers in positions of authority should bear in mind that a coercive element
might be inadvertently introduced in recruitment of participants i.e. students
recruited into a study by academic staff, or by use of financial inducements.
Respect for autonomy also imposes obligations on researchers to respect the
anonymity, privacy and confidentiality of information relating to participants.
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2.7

2.8

The principle of beneficence requires that researchers act to do good i.e. promote
the wellbeing of participants; non-maleficence emphasizes the need “above all to
do no harm”. Researchers owe a duty of care to participants and liability can arise
where this duty is breached and harm is incurred.

Considerations of beneficence and non-maleficence make it necessary for
researchers and ethics reviewers and committees to evaluate potential benefits
versus risks to participants. Benefits to participants can include access to an
intervention which is beneficial and which in normal life might be restricted;
increase in knowledge and esteem resulting from interaction with a non-judgmental
and impartial researcher; financial gain and altruistic satisfaction given that the
results of the research may benefit society.

Set against these benefits are potential risks which may be trivial or sufficient to
result in discomfort or distress. Normally, risks to participants should not exceed
minimal risk i.e. not greater than those ordinarily encountered in daily life. In the
context of risk, attention is drawn to the following.

» The need for researchers to recognise and work within their boundaries of
expertise and competence.

= The need to inform participants of any emerging information during an
investigation that could present psychological or physical problems or pose a
risk to the wellbeing of the participant.

» The need to identify factors in a research protocol or procedure which could
exacerbate risk e.g. a pre-existing medical condition. Participants should be
advised of these and any preventative actions.

= The need to be aware of situations either foreseeable or unexpected which can
arise in research and require an intervention on ethical grounds to safeguard
the welfare of participants. This may necessitate abandoning data collection.

The principle of justice as fairness encompasses the rights of research participants
to fair treatment and privacy. This includes the following:

= Non-discriminatory selection of participants based on inclusion criteria which
allow an equitable sharing of risks and benéefits.

» Respecting rights of individuals to decline to take part in a study or withdraw at
any time without penalty, irrespective of any financial agreement.

» Safeguarding participants’ rights in accordance with the Human Rights Act
(1998) regarding privacy, anonymity, confidentiality.

» Facilitating participants’ access to researchers to clarify points of information
and providing immediate help should any harmful physical or psychological
effects be experienced.

= Honouring financial agreements made at the time that the informed consent was
obtained from participants.

= Adherence by researchers to research protocols agreed by the University and
any Committees concerned with research ethics.

=  Amendments to protocols should be submitted for review.



» Debriefing participants at the conclusion of a study or following the completion
of data collection to provide information, clarify any issues or misconceptions,
monitor any negative effects which were unforeseen and require intervention.

Section 3: Protecting Rights, Ensuring the SAFETY of Research
Participants

3.1 Identifiable safeguards should be in place at the onset of a research study which
are designed to protect against physical, psychological and social harm. If there is
a foreseeable possibility of discomfort or distress, individuals should be warned of
this at the time that informed consent is obtained.

3.2  Potential risks or costs to research participants can arise from intensive, invasive
techniques of biological, psychological or social origin, loss of privacy, time or
financial resources. Committees concerned with research ethics, through their
procedures and protocols ensure appropriate screening is in place, designed to
minimise risks and costs. Various standards for use of specific techniques and
tests have been developed by professional expert groups and professional bodies.

3.3  Researchers should incorporate sensitivity in their approach, and be aware of the
need for mindfulness and respect regarding religion, cultural and gendered
differences in research populations.

3.4  Voluntary, informed consent should be sought from participants in a research study
i.e. a voluntary, un-coerced decision, made by a sufficiently competent or
autonomous person on the basis of adequate information and deliberation, to
accept rather than reject a proposed course of action. Note, appropriate time
should be allowed for participants to reflect on and consider information before they
agree to take part.

3.5 In seeking voluntary consent, researchers should emphasise that potential
participants have a right to refuse to take part and to withdraw at any time without
detriment. Participants may withdraw at the concluding, debriefing stage of a study
and require destruction of their personal data.

3.6 Typically, consent should be obtained in writing, although verbal consent is
acceptable in certain circumstances. Written consent is recommended for studies
involving any risk or discomfort. In obtaining consent the following are important
components:

= Participants should be provided with information about the purposes of an
investigation, duration, sources of funding and the nature of commitment
required from them.

» Potential foreseeable risks/discomforts should be explained.

» Information should be provided in clearly understood language or consent is
invalid. Avoid jargon and use of complex technical terms.

» The nature of confidentiality and anonymity should be made clear to
participants.

» |t should be ensured that participants fully understand all the uses to which the
data will be put, including potential future use.



3.7

3.8

3.9

» Points of access for further information should be identified, and the
arrangements, if appropriate, for debriefing.

* In some forms of field research it may be necessary for consent to be re-
negotiated over time and not regarded as a one-off event.

A person who is fully informed and who volunteers to complete a research
questionnaire implicitly consents to participation in that research.

It is recognised that, although as a general rule studies involving human
participants should be carried out with consent, there are some circumstances and
methodological approaches where consent may not be obtained for justifiable
reasons. Guidelines are available from professional bodies concerning such
research approaches, and should be followed. The University Research Ethics
Committee and the nominated Faculty Research Ethics Leads can provide further
guidance on this matter. Covert research and deception is also addressed in the
guidelines of specific professional bodies.

Children or vulnerable adults are those who do not have full autonomy of thought,
will or action. Limited autonomy can be variable in degree and may render the
individuals vulnerable to side effects or other risks due to their physical, emotional,
cultural or social status. Problems which can arise include failure to comprehend or
weigh up information, or to be physically incapable of signing a consent form.
Children (minors), pregnant women, older adults and those with mental iliness,
learning disability, chronic illnesses and neurological impairment are exemplars of
vulnerability.

Special arrangements relate to obtaining informed consent in vulnerable groups, as
in the examples given below. Witnessed consent may be necessary in the
presence of impairment.

Children (Minors)

» Assent of a child over 7 years of age should usually be sought directly from the
child. In addition, consent should be sought from a parent /guardian if the child
is under 16. If you intend to interview school children and access will be
facilitated via the school, you need to seek permission from the Head Teacher
and secure a letter of agreement.

Pregnancy

= CIOMS/WHO?! guidelines advise that “Research designed to obtain knowledge
relevant to the health needs of the pregnant and breastfeeding woman must be
promoted”. (WHO CIOMS 2016) For more information about special
considerations in relation to research with pregnant or breastfeeding women,
see Guideline 19 within these WHO/CIOMS guidelines.

! Council for International Organisation of Medical Sciences/World Health Organisation.


https://cioms.ch/wp-content/uploads/2017/01/WEB-CIOMS-EthicalGuidelines.pdf

Mental Capacity

Learning Disability

= Many individuals are competent to understand the implications of research
participation; difficulties arise where competence/rationality is impaired. In the
latter case, the RCP (2007) guidelines covering non-therapeutic and therapeutic
research offer clear direction to researchers. It should be emphasised that
proposals relating to hospitalised individuals should be submitted through the
NHS research ethics review processes (advice on how to do this can be
obtained from colleagues with relevant experience, please speak to your Faculty
Research Ethics Lead). UREC requires that a favourable ethical opinion from an
NHS committee must be lodged with our online review system.

Mental Health

= AKkey issue is the need to gauge whether or not a potential participant is too
vulnerable to take part in the first place. Occasionally researchers will be asked
by a participant directly for advice or information which conflicts with their role as
researcher or interviewer. It will be helpful to have a list of local resources and
helplines, including advocacy services to help in this situation to avoid being
drawn into helping someone with an individual problem. The context and subject
of the research will have some bearing on the need for support. If research is
being undertaken with people in hospital or in a vulnerable situation, the need to
have some forms of support available will be greater. Researchers should note
that participants’ mental capacity may change over time and should consider
how this will be monitored and dealt with.

3.10 Confidentiality

All research should conform with legislation related to data protection, specifically
the UK General Data Protection Regulation (2018) the Data Protection Act (2018).
Researchers should make clear to participants the nature of any promises
regarding confidentiality or restrictions on the use of data. Unless agreed to the
contrary in advance, information about participants is confidential.

Section 4: Safeguarding

4.1

4.2

Staff and students must at all times abide by and act in accordance with the
university Safequarding Policy (under Student life, health and wellbeing). Full
details of all safeguarding related information can be found on the university’s
Safeguarding page, and the StaffSpace Safequarding page (internal for staff only).

Kingston University is committed to the safety and wellbeing of all students, staff,
and visitors and has a legal duty to safeguard children, young people, and adults at
risk. As lead of a research project you must ensure provision of a safe environment
beneficial to work, study for everyone involved within your study, including
collaborators, students, employees, and participants. That includes any research
undertaken off-site, for which you should provide a risk-assessment, ensure travel
is booked through the University travel agent and covered by our insurance and
consider whether any risk is appropriate and has appropriate mitigations. At one
end of the spectrum that may include ensuring that people do not travel alone, and

7
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4.3

they have equipment to contact others if in difficulty, or, at the other extreme,
rearranging fieldwork venues to avoid war zones. Safeguarding includes all risks
e.g. sexual harassment and bullying as well as physical, discriminatory, mental
and/or financial abuse. Staff and students must always abide by and act in
accordance with the university Safequarding Policy. Full details of all safeguarding
related information can be found on the university’s Safequarding page.

Researchers should ensure that everyone involved is appropriately supported and
directed to the Safeguarding Policy, including how to report safeguarding concerns.
This must also be reflected within your research design and will be considered
during the research ethics review process.

Section 5: Funding Agencies

5.1

5.2

In negotiations with funding agencies and other key stakeholders it is advisable that
researchers consider the following prior to signing contracts:

« Funding agencies/sponsors should be disclosed by researchers (maximum
openness desirable).

« The starting point is that the University as the employer of a researcher will own
all data, results and intellectual property rights created by a researcher in
research studies conducted in their employment. However, exceptions apply
according to the contractual arrangements with the sponsor. For example, if a
sponsor is paying 100% of the full economic cost of a project, they will usually
expect the resulting IPR to be assigned to them. Even so, most sponsors will
be happy to licence that IPR to the University for research and academic
purposes and this should usually be requested.

« The starting point for students (who are not also employed by the University), is
that they own their own IPR. It is therefore usually advisable where non-
employed students are involved in a project, to obtain their written assignment
of their IPR to the University, before commencing work on the project.

« Researchers should consider whether they are bringing any existing IPR to the
project, and whether they are happy for the sponsor to be able to continue
using this IPR after the project has finished.

« Funding agencies/sponsors and other organisations should respect the rights of
researchers to maintain confidentiality of data.

« Funding agencies/sponsors and other organisations should respect the
freedom of researchers to publish findings without censorship. (Defined as
exerting undue influence/interference in the conduct, analysis, findings and
dissemination of research). Contractual clauses relating to the sponsor’s right
to prohibit publication in order to protect their IPR, must be considered
carefully.

«  Appointment of advisory groups can be helpful in project management of
contract research. Such groups represent legitimate interests of key
stakeholders and should operate within clearly defined terms of reference.

Obligations of funders and researchers should be clearly stated in a written
contract of negotiated terms and conditions. Researchers have a responsibility to
be fully conversant with the content of such contracts, and conditions should not be


https://www.kingston.ac.uk/about/governance/policies-and-regulations#student-life-health-and-wellbeing
https://kingstonuniversity.sharepoint.com/sites/staffspace/resources/safeguarding/Pages/default.aspx
https://www.kingston.ac.uk/aboutkingstonuniversity/equality-diversity-and-inclusion/safeguarding/
https://www.kingston.ac.uk/aboutkingstonuniversity/equality-diversity-and-inclusion/safeguarding/

accepted which conflict with a researcher's professional codes of conduct. The
following points should be borne in mind in any contract negotiations:

«  During contract negotiation researchers should clarify rights to publish and
disseminate results of their work.

-  During contract negotiation researchers should clarify the rights to intellectual
property rights, whether arising from the research, or in existence before the
research. Who will own the resulting IPR? Who has the rights to use the
existing and resulting IPR once the research has been concluded?

« Researchers cannot engage in contract research without the agreement of the
University?

« Researchers should make clear to funders the benefits and limitations which
may result from proposed investigations, but they should make it clear that they
are not guaranteeing any particular outcome or result.

« Researchers should not undertake research outside of their expertise

« Research should not be undertaken where resources (time, personnel, finance,
equipment) are inadequate to achieve the project aims.

Funding agencies are entitled to receive financial audits/records of expenditure on
research grants, reports, (interim and/or concluding) detailing methods, findings,
implications, and recommendations of an investigation. Funders may exercise the
right to see a final report before publication.

Researchers have responsibilities to notify/seek approval from funders (and faculty
committees concerned with ethics) of any departure from an agreed plan or
conditions of investigation. Referral for independent arbitration or mediation may be
necessary where resolution of a dispute cannot be achieved. It is vital that
researchers should identify any conflicts of interest which may arise in the conduct
of a project and require pre-emptive resolution.

2 Normally the Faculty Deputy Dean.



Procedures

Section 6: Which Studies Require Ethical Review?

6.1

6.2

6.3

6.4

6.5

6.6

It is the responsibility of all researchers to ensure that their projects are conducted
in accordance with the University’s Guide to Good Research Practice and the
ethical principles appropriate to their discipline/professional body.

Any research involving human participants should be subject to an appropriate
level of ethical scrutiny in order to protect participants, researchers and the
University; a paper trail for all research projects involving human participants is
required and this may be subject to audit.

Ethical review should be proportionate to the degree of risk involved. The ethical
review process must be sufficiently rigorous to scrutinise any projects which have
obvious ethical implications, whilst sufficiently flexible to allow for the quick
processing of projects which employ low risk routine methodologies. Some projects
that might be deemed to be evaluations of the kind that might be considered a
normal part of the university’s business may not need ethical review (e.g.
assessing some teaching-related interventions); speak to your Faculty Research
Ethics Lead for advice if you are uncertain. If in doubt, email
KUREOS@kingston.ac.uk with your query. The University uses an online research
ethics system called KUREOS (Kingston University Research Ethics Online
System) through which research ethics applications are considered and reviewed
at the appropriate level of scrutiny.

The pre-application checklist below should be used to determine whether ethical
review is required:

« Is your work a research project?

«  Will your research involve living human participants?
Will your research involve data on humans?

«  Will your research involve human biological material?

If your answer to the first question and to any of the other questions is YES, then a
research ethics application must be submitted to KUREOS and a favourable ethical
opinion received before the research project is conducted. Please refer to section
7.3 for details of how to deal with research conducted by taught students

Studies using human participants which fall into the categories below are likely to
require full applications due to the ethical and/or legal issues involved:

« investigations involving invasive biological techniques

« investigations that intrude psychologically, socially or culturally

+ investigations involving vulnerable groups/individuals;

« studies leading to loss of participants’ privacy, time and financial resources.

Studies which involve links with certain external organisations/countries in relation
to funding of proposals, sponsorship of research students, or

10
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collaboration/research partnerships can give rise to ethical concerns, whether or
not they require the participation of human subjects. These encompass:

« external organisations which sell products injurious to health or life;
« external organisations which damage or pollute the environment;

« countries with oppressive political regimes/human rights records;

« organisations involved in animal experimentation.

Where human participants are not involved but there are still ethical concerns to be
addressed, please contact your Faculty Research Ethics Lead in the first instance.

Al/GenAl for analysis of Research Data

6.7  Full guidance on using Al/GenAl for the analysis of research data is outlined in
Appendix 6 at the end of this document.

Projects reviewed by other institutions

6.8 For projects which have already been reviewed and received a favourable ethical
opinion (FEO) by ethics committees outside of Kingston University (e.g. the NHS),
the researcher still has a responsibility to log the FEO in KUREOS. A full
application is not required, but the whole ethics application and supporting
documentation must be uploaded.

Projects involving the NHS

6.9 Projects involving the NHS: The National Research Ethics Service (NRES) for
England works closely with the UK Health Departments to develop and maintain a
common UK-wide system for ethical review of health and social care research.
Certain health and social care research projects require review by an NHS
Research Ethics Committee (REC) prior to commencement. For full details are
available on the NHS HRA Research Ethics Service webpage. Applications to the
National Research Ethics Service are made using the Integrated Research
Application System (IRAS).

6.10 For Health Research Authority (HRA) guidance and decision tools please refer to
Appendix 5: Health Research Authority (HRA) Guidance and Decision Tools.

User-testing of software

6.11 User-testing of software is not normally considered research and therefore does not
require ethical approval. The user can be ‘consulted’ as part of practice evaluation.
However, if it is the case that researchers want to collect the user testing data as
the basis for a research study and/or a research paper (or part of) then ethical
approval should be sought in advance. Please keep in mind that staff and students
who invite people to engage in user testing, whether as research or otherwise
should adhere principles of ethical practice.

Ethics queries

6.12 If after reading these guidelines together with those of any relevant professional or
society bodies, any uncertainty exists about the need for ethical review, advice

11
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should be sought from your Faculty’s Research Ethics Lead (FREL) for staff and
students should ask their research supervisor.

12


https://kingstonuniversity.sharepoint.com/sites/staffspace/dep/researchsupport/Research-Ethics/Pages/Research%20Ethics.aspx

Section 7: The Ethical Review and Feedback Processes

7.1

7.2

7.3

The pre-application checklist should be used to determine whether ethical review is
required — see Section 6. Please allow sufficient time before you intend to
commence your research project to submit your ethics application. It may take up
to 20 working days for you to receive an initial response. You may then need to
make a number of amendments and / or provide further information before you
receive a Favourable Ethical Opinion.

PGR Students and Staff: For staff researchers and postgraduate research
students, individual applications must be submitted via KUREQOS. The review of all
projects will be managed via KUREOS. Ethical issues (past, present and future)
should be considered as part of the ongoing monitoring of projects, particularly at
key reporting stages (such as annual reporting and upgrade from MPhil to PhD).

Students on UGT and PGT Programmes: There are three potential routes for the
ethical review of research projects by taught students (e.g. dissertations). They are:
A) Taught Module Route (non dissertation via KUREOS)

B) Dissertation Module Route

C) Independent Ethics Applications (high risk applications)

Module Leaders should follow the procedure outlined in Figure 1, with the first step
being emailing KUREOS@Kingston.ac.uk the module guide / descriptor
or equivalent information.

7.3.1 Route A — Taught Module Route

Route A applies only in very specific circumstances. More commonly, route B will
be appropriate (see below). Route A is intended for the delegated review of low-risk
research activities which use standard routine methodologies, typically for groups of
students conducting common or very similar research activities as part of their
studies. Taught Module Route (TMR) favourable ethical opinion is valid for up to
five years. This means that any future projects which fall within the agreed
parameters will not require an application from the module leader (unless
specifically requested) and responsibility for ethical review will lie with the TMR
holder. Projects which fall outside of the agreed parameters will require separate
review. Projects may be audited to check that they do fall within the agreed
parameters.

7.3.2 Route B -Dissertation Module Route (DMR)

Route B has been designed to meet the need of faculties to manage applications
by taught students who conduct research dissertations. Such proposals are
typically reviewed by supervisors and often require several re-drafts, a process that
is not currently supported in KUREOS. To deal with these type of research
applications, we have created a Word version of the KUREOS application called
the Dissertation Module Route Form (DMRF) that students can complete and email
directly to their supervisor for review. Favourable ethical opinion is granted by the
module leader or supervisor. All student ethics documentation must be uploaded by
the module leader/supervisor to a Sharepoint folder provided by a KUREOS
Administrators.

13
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7.4

7.5

7.6

7.7

7.8

7.9

7.10

7.3.3 Route C — Independent Ethics Application

This option will be used for ethics applications from taught students for research
projects that are high risk or unusual and that require independent ethical review.
This is the same route used by staff and postgraduate research students, i.e. it
represents the “standard” KUREOS application process. This is likely to be
exceptional for students on taught programmes, but where it is deemed necessary,
students should apply by indicating their status on KUREOS: undergraduate
student application; postgraduate taught student application; or postgraduate
research student application.

Funded Research: Normally, it is not necessary to have received ethical clearance
prior to submitting a research proposal to a funding body. However, exceptions do
occur; for example, sometimes a funding body may require a provisional review
before it will consider an application for funding. An application for a provisional
favourable ethical opinion can be made via KUREOS. If the award is granted, then
a full application is still necessary. It is the responsibility of researchers to ensure
that the timing of ethical clearance for their proposals meets the requirements of
funders. This is especially the case where NHS review is required, as this can be a
lengthy process.

Legal Responsibilities and Indemnity: Attention is drawn to Appendix 1 Legal
Responsibilities and paragraph 1.4 concerning indemnity.

Local Research Ethics Review Meetings: With the introduction of KUREQOS,
faculty-level meetings will only be held in exceptional circumstances for the
purposes of the ethical review of particular high risk applications. Applicants may
be asked to attend.

Specialist Advice: The advice of appropriate specialists may be sought in
circumstances where the Faculty Research Ethics Lead or their nominee deems
this necessary, but these individuals will not be involved in making the final
decision.

Conditions and Resubmissions: Applications submitted in KUREOS may receive
a favourable ethical opinion or be rejected or require amendments. It may be
necessary to defer a decision, in order to obtain a specific clarification, or to seek
further advice about a proposal. Please note that if you are asked to make revisions
to your KUREQOS application, you have a maximum of three months to do so. After
this period, the application will be termed ‘out of time’ and you will not be able to
progress it further.

Recording and Notification: KUREOS is a paperless information management
system for the completion, submission and storage of ethics applications. All
relevant documentation is managed and stored within KUREOS so that a full audit
trail is in place. In cases where a proposal does not receive a favourable ethical
opinion, the applicant will be informed about their right to appeal.

Appeals: Applicants may appeal against a decision not to grant a favourable
ethical opinion. Applicants should log onto KUREOS to log their appeal. Any
queries regarding appeals should be emailed to KUREOS@kingston.ac.uk.

14
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7.1

Monitoring: Following receipt of a favourable ethical opinion for a proposal, no
changes should be made to the protocol or membership of the research team
without submitting these changes for ethical review. If unanticipated problems
which generate ethical concerns arise during the course of a study these should be
notified by the researcher or supervisor (as appropriate) to the Faculty Research
Ethics Lead to discuss whatever actions may be necessary to safeguard the
welfare and interests of participants and/or researchers.

15



Figure 1: Flowchart of research ethics review processes for taught students

Module leader submits module guide / descriptor to KUREOS
noticeboard (KUREOS@kingston.ac.uk)
Faculty Research Ethics Lead determines type of application
required and emails confirmation to Module Leader.

(a) Taught Module Route

(b) Dissertation Module Route (c) Independent

via KUREOS

The module leader
applies in KUREOS
attaching the
Participant
Information Sheet,
Consent Form and
other relevant
documents

Favourable
Ethical
Opinion
(FEO)
granted

Students submit proposals

individually as part of a research

project module; drafts may

require several iterations; not via

KUREOS

Module leader emails module
code and module name to
KUREOS@kiingston.ac.uk.

ROMs create online folder for

module and provide access to

the online folder to the module
leader.

Students apply outside of
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Word doc version of the
application form to their

Supervisor

Ethics is reviewed outside of
KUREQOS and Favourable Ethical
Opinion (FEO) granted

The module leader (or supervisor)
uploads completed student
application together with date FEO
granted to the module online
folder.

Ethics Application:
Student proposals that
are high-risk or
unusual and require
independent ethical
review via KUREOS.
This is the same route
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research students for
standard KUREOS
applications
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Student
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e Postgraduate
Taught Student
Application

e Postgraduate
Research
Student
Application
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Section 8: Education and Training in Research Ethics: Opportunities for
Staff and Students

8.1

Education and Training: Research Ethics

Research Supervisors

Research supervisor training is provided by the Graduate Research School and
covers new and experienced supervisors. Such training includes updates on ethics
policy and practice.

Academic Staff

Research ethics training is provided to new staff at Research Induction and at
regular follow-up sessions that cover policy and procedures at Kingston University.
All research-active staff are required to have attended research ethics training. This
is now available online via the University’s Epigeum suite of research training
courses; two specific modules must be completed by those who intend to submit
proposals (and by new reviewers): “Becoming an Ethical Researcher” and
“‘Research Ethics in Practice”, both part of the “Ethical Research” course, available
via StaffSpace. Additionally, Faculty-level training is often available in order to
address and disseminate discipline-specific issues relating to research ethics.

Undergraduate/ Postgraduate/ Research Students

Research ethics should form part of the content of research methods courses
delivered at levels 6 and 7 within undergraduate and taught postgraduate
programmes. The Graduate Research School provides an introduction to ethics for
research students as part of its generic research student training. PGR students are
expected to complete the online training courses described above (accessible via

My Kingston).


https://kingstonuniversity.sharepoint.com/sites/staffspace/dep/researchsupport/Pages/Resources-and-training.aspx
https://kingstonuniversity.sharepoint.com/sites/mykingston/myuni/research-governance/Pages/Epigeum-Research-Ethics-Training.aspx

Appendices

Appendix 1: Legal Responsibilities for Research involving Human
Subjects

1.1

1.2

1.3

1.4

1.5

There is no overriding legislative framework which specifically covers research work
involving human participants. There are, of course, statutes dealing with particular
problems such as the Data Protection Act, the Mental Health Act, the Medicines
Act, Human Tissue Act etc. research ethics reviewers would be expected to abide
by the requirements of these items of legislation. However, in general terms, it is the
common law of negligence which would apply to research ethics reviewers and
researchers, as it does to all activities which involve risk. There are of course legal
statutes such as the Data Protection Act, the Mental Health Act, the Medicines Act
and the Equality Act 2010. Research ethics reviewers will be expected to abide by
the requirements of statute law.

The general principle of negligence is deceptively simple: a person is liable for
damage, injury or death caused by his or her acts or omissions the results of which
should have been reasonably foreseeable. Therefore, it is essential that a person
exercises the appropriate duty of care when carrying out their actions. However, the
practical application of this legal principle is complex and is influenced by the often-
ambiguous nature of the links in the chain of causation leading to particular events
or results. The notion of ‘reasonable foreseeability’ can be remarkably elusive in
legal argument. However, Faculty Ethics Leads should be diligent in exercising a
duty of care with regard to their decision-making processes.

The University’s Clinical Trials insurance covers negligent conduct by researchers
employed by the University, acting within their permitted remit, providing the
research has been formally notified.

The following checklist should be taken only as a guide. It does not purport to
replace sound legal advice. All researchers who are in doubt about their specific
legal duties should make contact with the faculty committee concerned with
research ethics in the first instance which may refer the matter to the University
Research Ethics Committee and the University Clerk.

Potential Criminal Liability for your Treatment of your Human Participant

«  Where bodily contact is involved, for example, medical or health
examinations are involved, the researcher must ensure that proper consent
has been obtained. That consent must be informed consent, that is to say, it
must be made clear to the human subject what that examination will entail.
Transparency is vital. Where no consent has been obtained, the researcher
could be held liable for assault, battery and/or other offences against the
person.

«  Where medicines or foods are to be administered to the human participant,
whatever the purpose of the administration, informed consent should be
obtained prior to carrying out the tests. Failure to do so could potentially be a
criminal offence.
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«  Experiments involving nudity are best undertaken only within view of those
involved with the project and with an understand of what it involves.

« Publication of an article which could be considered depraved or corrupt (e.g.
pornographic) may be an offence under the Obscene Publications Act
(1959).

« Ensure you have authorisation from a subject’'s computer database before
accessing files. Failure not to may be a criminal offence Authorization must
be sought. General authorisation is probably insufficient — the files you wish
to access should be specified and clear authorisation (preferably in writing)
should be obtained to avoid any dispute as to what was agreed and what
was not between researcher and subject.

«  Within the context of diversity and equality, researchers must take due care
not to intentionally or unintentionally discriminate on grounds of Age,
Disability, Gender Reassignment, Race, Religion or Belief, Sex, Sexual
Orientation, Marriage and Civil Partnership, Pregnancy and Maternity. The
University is opposed to discrimination based on human attributes and
values listed above and will take appropriate disciplinary and/or legal action
if discrimination occurs.

1.6  Civil Law Duties Owed to our Human Participant

« The researcher owes a duty of care to his or her human participant. The
legal expectation is that your conduct is consistent with that of other
researchers operating in the same, or a field. You should therefore ensure
that your methods are compliant with standards laid down by your peers.
This duty of care continues beyond the end of a research project and applies
to any conduct which could affect the participant.

« If you are asked to provide advice on a professional basis in relation to your
research findings to a third party, you could be personally liable if the advice
you give is incorrect, and leads to damage or injury. University insurance will
not cover this situation.

« The publication of research findings may be defamatory if they contain
untrue statements that could potentially damage the reputation of an
individual or organisation.

« The processing of data is subject to the UK General Data Protection
Regulations (2018) and the Data Protection Act (2018). It is clearly outside
the remit of this handbook to offer specific and detailed advice of data
protection laws. Any researcher who could be potentially affected should
consult the relevant individuals and committees in the university.
Researchers should complete data protection compliance training and follow
university guidance on data protection (Staff and students).
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https://kingston.metacompliance.com/View/Course/82649
https://kingstonuniversity.sharepoint.com/sites/mykingston/myuni/randr/data-protection

1.7

1.8

The substantial or wholesale reproduction, adaptation or translation of works
belonging to your subject without proper authorisation could be in breach of
copyright law. Copyright works are not registrable if the work is original and it is an
“artistic, literary, musical or dramatic” work, it would be protected. A researcher
publishing works containing the works of others must ensure they have consent to
do so.

Some examples of possible breaches

» reproduction of a picture drawn by your subject;

» translation of a Spanish poem written by your human subiject;

» copying and adapting a software program written by your human subject;

» reproducing a photograph taken by your subject and placing it on your webpage
as an icon without consent or licence.

As far as contractual duties are concerned, please ensure that any contract
(whether express or implied, oral or in writing) you intend to make with persons
associated with your research is discussed with an appropriately qualified person in
the University. Make sure you understand the terms of your own contract of
employment before embarking on any particular research project.

Caveat: this is not a comprehensive list of legal duties to which you are subject. Any
queries should be directly to the appropriate Faculty Research Ethics Lead.
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Appendix 2: Education Research

1.1

Kingston University has authorisation for the use of student data for research
purposes under its privacy notification

Under 'How we use your data' it states:

To manage the academic experience

« the provision of teaching, learning and research services (for example,
registration, assessment, engaging with learning resources, managing progress,
academic misconduct investigations and certification);
maintaining student records;
learning analytics including attendance;
assessing your eligibility for bursaries, scholarships, and similar awards;
research (for example, academic research, evaluation research, student
surveys and market research);
« providing library, IT, and information services.

Therefore:

1.2

1.3

1.4

1.5

Academic staff can evaluate teaching provision using available student data as part
of research or as practice/service evaluation, provided all data is
anonymous/anonymised immediately post-download and no additional data is
collected directly from students (in which case ethics approval must be sought as
usual). Therefore, it is not a requirement that research ethics approval is needed to
undertake education research. If you are adding an innovative component to the
education delivery as part of research activity, the GDPR (General Data Protection
Regulation) KU (Kingston University) team would recommend that you provide a
specific privacy notice in CANVAS, stating how the information will be used, the
lawful basis, any data sharing arrangement and how long data will be retained.

If you wish to publish education research using Kingston University student data,
journals may well require ethics approval. The Chair of UREC (University Research
Ethics Committee) can issue a letter saying research ethics approval is not required
for this type of research as Kingston University has authorisation for the use of
student data for research purposes under its privacy notification. You should obtain
this letter prior to conducting the research.

This letter can only be written on the basis that:
« the data used for analysis and publication is completely anonymous;
« itis not possible to identify participants from any resulting report;
« use of the data will not cause substantial damage and distress.

If you wish to publish the university’s identity there should be agreement from the
Deputy Dean to do so if reputationally sensitive findings are to be shared.

You should check with the journal where you intend to publish your work as some
journals may require explicit ethical scrutiny of your work to be published prior to
your research being conducted. In addition, you may wish to obtain research ethics
approval to ensure you are best placed to publish in the future. In these two cases
you may submit for ethics approval and a review will be undertaken.

The BERA guidelines can be helpful for best practice in education research

21


https://www.kingston.ac.uk/aboutkingstonuniversity/howtheuniversityworks/policiesandregulations/privacy-notices/
https://www.kingston.ac.uk/aboutkingstonuniversity/howtheuniversityworks/policiesandregulations/privacy-notices/
https://www.bera.ac.uk/publication/ethical-guidelines-for-educational-research-fifth-edition-2024

Appendix 3: Using social media data in research

Recommended guidance can be found at UCL and University of York

Appendix 4: Autoethnographic Research

Reflexive, Practice-Led, and Autoethnographic Research Ethics Guidance

In contemporary research, particularly within practice-based art, design, and qualitative
social sciences, investigators often draw on their own situated experiences, embodiment,
or material processes as a core part of their inquiry. While often broadly referred to as
"autoethnography" (a qualitative method that uses personal experience to describe and
interpret broader cultural meanings), this work encompasses a diverse range of
approaches. These include, but are not limited to, practice-led and reflexive research,
embodied inquiry, situated material inquiry, and intra-active methodologies.

Regardless of the specific terminology used, these approaches present unique ethical
challenges. Because the researcher is simultaneously the author, subject, maker, and
interpreter of the research, conventional ethical safeguards, which were designed to
protect a distinct “participant”, do not seamlessly map onto these practices.

This guidance document is intended to help staff navigate those challenges by clarifying
when formal ethics review is required, and by outlining the key ethical considerations that
apply regardless of whether a formal submission is needed

Retrospective Reflexive, Practice-Led, and Autoethnographic Research

A considerable amount of reflexive and autoethnographic research is based on the analysis
of a researcher's past experiences that were only later identified as a subject for research.
The researcher is not actively conducting interviews, observing others, or systematically
collecting new data from human subjects to address their research question. This type of
purely retrospective inquiry is not subject to formal research ethics review if, at the time
the experiences or interactions occurred, there was no research project, no prospective
data collection, and no intention to perform research. Because the university does not
provide retrospective ethics clearance, this work falls outside the procedural remit of an
ethics application.

However, the absence of a formal committee review does not exempt the researcher from
ethical obligations. When conducting retrospective research, staff must independently practice
rigorous professional and relational ethics:

e Protecting and Consenting Others: If individuals will be identified or named within
the retrospective narrative, their agreement should be sought prior to publication.

e Wider Ethical Scrutiny: The researcher must still consider all relevant legal and
ethical implications of their publication, paying special attention to the anonymity
and confidentiality of the individuals involved. These ethical disclosures and
relational practices must be accounted for within the critical discussion of the
research output.
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https://www.ucl.ac.uk/brand-and-experience/brand/using-our-brand/social-media/best-practice-and-legal-resources
https://www.york.ac.uk/media/staffhome/research/documents/researchgovernance/codeofethics/Guidelines%20for%20the%20Use%20of%20Social%20Media%20Data%20in%20Research%20for%20web%20page.pdf

Note: Any attempt to describe a prospective/active research project as a retrospective one
to avoid research ethics review is considered research misconduct. Where there is any
uncertainty, researchers should seek advice from the Faculty Research Ethics Lead.

Even when a formal ethics review is not required, staff should be reminded to practice an
"ethic of the self" (i.e., reflexive consideration of personal risk and well-being). They must
consider the potential emotional distress of reliving painful memories and the career,
reputational, or economic risks that may arise from exposing their own vulnerabilities in the
public domain.

Active Reflexive, Practice-Led, and Autoethnographic Research

If the reflexive or autoethnographic research involves active data collection, or if the
researcher's personal narrative or practice overlaps with the lives of others, a formal ethics
review is required. Review is triggered under the following circumstances:

e Prospective Data Collection: The researcher is setting out to systematically collect
data, interact with others, or record experiences moving forward (that intersect with
the lives of others). This includes intentionally attending events or soliciting
responses from individuals for the explicit purpose of reflexive or autoethnographic
research. Retrospective accounts should not involve prior or ongoing anticipation of
research use at the time events occurred, as this may constitute prospective data
collection.

e Naming or Identifying Other Individuals: When the researcher's active data
collection features other individuals who provide the context or data required to
address the research question, those individuals are considered human participants.
This includes family members, friends, work colleagues, or community members.

¢ Risk of Identification by Deduction: Even if pseudonyms are used, an ethics
review is needed if it is possible to identify others by deduction. These forms of
research carry a high risk of breaching "internal confidentiality" (or deductive
disclosure), in which the people mentioned in the text might easily identify one
another (or others who know the researcher could identify others alluded to in the
research), even if external readers cannot. In particular, if reflections include family
or children, the risk of identification is heightened.

For projects that draw on both retrospective and ongoing data, the collection of new data
requires formal ethical review.

Ethical Considerations When Review is Required

The lllusion of Absolute Anonymity and Confidentiality

Promising absolute anonymity is often impossible in reflexive and autoethnographic
research. As the author's identity is usually known (i.e., their name is on the publication),
techniques used to obscure a participant's identity (such as pseudonyms or location
changes) do little to keep information confidential from acquaintances who already know
the makeup of the researcher's family or organisation. Researchers must be transparent
with all others included in the research output about the potential consequences of the
story entering the public domain. Even if the researcher publishes under a pseudonym, it
may not be possible to keep this fully anonymous, as the researcher is likely to claim
authorship of the research at some point in the future.
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Informed Consent: Process vs. Retrospective
As qualitative research is inductive, it is difficult to predict exactly who will become a
"character” or subject in a reflexive or autoethnographic research output.

e Consent in Active Research: Researchers are advised to check in with
participants at each stage of the project to ensure they still want to be included.
Consent should be negotiated as early as possible and not be seen as an
afterthought. Seeking consent after a manuscript has been written can be highly
coercive. It creates a conflict of interest where the researcher's desire to publish is
unfairly favoured over the subject's rights, placing undue pressure on friends, family,
or students to agree. We should also be mindful of the risk of coercion when family
or children are part of the reflection.

e Consent in Retrospective Research: In purely retrospective accounts, seeking
consent prior to the experiences occurring is impossible. If individuals will be named
or identified, researchers must seek their retrospective consent or agreement prior
to publication (the point made above about seeking consent after a manuscript has
been written being highly coercive applies equally here). While this falls outside the
remit of a formal ethics committee application, it is a necessary relational ethics
practice that must be accounted for within the critical discussion of the research.

e When Consent is Not Desirable: Exceptions exist where seeking consent might be
irresponsible or dangerous, such as when the research involves accounts of abuse
where seeking consent from an abusive parent or partner could put the researcher
or others at risk of further harm. In such cases, the ethical imperative to challenge
oppressive silencing overrides the abuser's right to consent. In these circumstances,
consulting with the university’s legal team and University Research Ethics Board is
highly recommended before waiving consent in cases of abuse, as reflexive or
autoethnographic research that identifies others often requires navigating complex
legal, safety, and confidentiality risks. While ethical imperatives to expose abuse are
strong, formal advice ensures the researcher is protected and that the action fits
within legal frameworks. Such cases are exceptional and must be carefully justified.

From a legal standpoint, consent does not remove defamation or privacy risks if a living
person is identifiable and portrayed negatively. Even if someone “agrees” to be included,
consent cannot prevent a defamation claim if they later withdraw or dispute the account.
This means consent should not be relied upon as a safeguard against a defamation claim.

Naming or clearly identifying living individuals in connection with abusive, harmful or
contentious experiences exposes both the researcher and the University to defamation
risk. Consent does not remove this risk. As a matter of good practice, individuals should
not be named, and identifying details should be altered or removed. Where a researcher
intends to describe conduct that could negatively affect a living person’s reputation, early
legal advice should be sought from the University’s legal team. Because defamation is a
specialist area, such advice will likely need to be obtained from external legal advisers.

Deceased individuals in reflexive and autoethnographic research

Death does not remove the need for ethical consideration and/or scrutiny. While formal
ethics committee review may not be triggered by the legal definition of "human subjects"
when the individuals are deceased, researchers must still practice rigorous "situational”
and "relational" ethics. They should be guided to carefully weigh their own need to publish
against the implicit trust of the deceased, while actively protecting the emotional well-being
of the living survivors who may be implicated or affected by the narrative.
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The "Implicit trust provision”

When researchers write about deceased intimate partners or close family members, they
often must navigate what is termed an "implicit trust provision". As direct consent is
impossible, the researcher must carefully balance two competing needs:

e Loyalty to the deceased: Considering what the deceased would have agreed to
reveal and what they might have preferred to keep private.

e The researcher’s need for truth: Balancing this loyalty against the researcher's
own need to tell their story for healing, personal growth, or to offer comfort and
insight to readers.

Assessing the Impact on Living Survivors
A primary ethical concern when writing about the deceased is the potential harm caused to
living family members and friends.

e Even if a story is intended as a loving memorial, the mere existence of the narrative
might disturb grieving family members or evoke intensely sad memories.

e Researchers must seriously consider how they position other family members in the
story of the deceased and anticipate how surviving relatives will react to the
publication.

e A researcher might own their personal experience, but they must still anticipate
ethical questions on behalf of their family network, as the story of the deceased is
rarely the researcher's story alone.

While UK defamation and data protection law do not apply to deceased individuals, naming
them may still identify living relatives or associates. Anonymisation is therefore strongly
advised unless there is a compelling scholarly reason otherwise.

The Use of Proxy Consent

While the deceased cannot give consent, researchers should, when feasible, seek
permission from surviving next of kin or partners. When the researcher is the next of kin or
a partner, the considerations above regarding implicit trust provision and the assessment
of the impact on living survivors would apply.

Member Checking and Power Dynamics

"Member checking" involves showing the text to the people mentioned in it to allow them to
comment on or correct interpretations. While often recommended, researchers should be
mindful of the power dynamics involved. In situations where the researcher is critiquing
powerful individuals (e.g., an abusive boss or a hostile institution), member checking could
lead to the vulnerable researcher being silenced or censored. Researchers should carefully
consider why they are member checking and whether it is safe to do so.

Privacy and confidentiality
The following guidance draws in part on material adapted from Loughborough University
(no date).

Individuals have the right to privacy and confidentiality, and we should not be making
decisions on their behalf. As previously mentioned, even when not identified, it is possible
others (through knowledge of the researcher’s identity) could identify, through deductive
reasoning, the identity of individuals or groups of individuals (e.g., members of a small
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community). These individuals have the right to privacy and to determine whether the steps
put in place to protect their identity and the confidentiality of any information are
appropriate when the work is published and made available to others.

Beyond respecting the privacy and confidentiality of information shared in reflexive or auto-
ethnographic research, the researcher should be mindful that there will be information that
one could reasonably assume a third party would not want disclosed (e.g., embarrassing
items, revealing/intimate information, and stories that may have legal and/or professional
implications). The disclosure of such information could negatively impact the third party (an
individual or a closed community).

Even though the researcher's reflections arise from naturally occurring life events that
involve others (and may be historical and not “collected” as research data when they
occurred), it does not mean that others are not entitled to privacy and confidentiality, as
any other participant in any other research project. Once this information is made public, it
will be virtually impossible to retract it. Therefore, the researcher must consider
representations of others and self and not underestimate the afterlife of a published
narrative (i.e., how it circulates and is interpreted beyond the author’s control).

The Researcher as Subject and Responsibilities to Oneself

In line with what was presented above about the right of participants/third parties to privacy and
confidentiality, the researcher should be mindful of what they disclose about themselves and
consider the possible future consequences, if any, of that disclosure (e.g., embarrassing items,
revealing/intimate information, and stories that may have legal and/or professional implications).
Once public, it will not be possible to retract that information because of the public nature of their
work and data retention policies. It is advisable that the researcher discuss these matters with
others, especially with the supervisory team, to ensure that all scenarios have been accounted for.
It is sometimes hard for the researcher to judge the impact of that disclosure if the subject is close
to them.

In the same way that it is important to do no harm to others, it is equally important to do no
harm to oneself.

If the researcher does decide to proceed with those disclosures, there are still ways to
reduce the risk to them and protect their confidentiality, e.g., publishing the document
using a pseudonym, incorporating pseudonyms for all participants, changing the names of
towns, schools, and so on although there is no guarantee that these are sufficient.

Finally, researchers must engage in an ongoing process of motivational review, asking
themselves why they are telling the story and whether the potential for positive social
change outweighs the risk of harm. They must also not underestimate the “afterlife of a
published narrative". Once published, stories are out of the author's interpretive control,
and researchers must prepare for audience reactions, including potential personal
backlash or reputational damage.

Suggested external sources:

Dahal, N. and Luitel, B.C. (2022) 'Understanding and Encountering the Ethics of Self and
Others in Autoethnography: Challenging the Extant and Exploring Possibilities', The
Qualitative Report, 27(12), pp. 2671-2685. htips://doi.org/10.46743/2160-3715/2022.5572

Edwards, J. (2021) 'Ethical Autoethnography: Is it Possible?', International Journal of
Qualitative Methods, 20, pp. 1-6. DOI: 10.1177/1609406921995306
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https://doi.org/10.1177/1077800406294947

Grydehgij, A. (2024) 'Moments of Silence: Ethics and Harm in Autoethnography', Folk,
Knowledge, Place, 2(1), pp. 23-40. https://doi.org/10.24043/001¢.125287

Jensen, M. and Campbell, S. (2016) The Expressive Life Writing Handbook, Beyond
Borders Scotland, available at

https://kingston.alma.exlibrisgroup.com/leganto/public/44KU INST/citation/7129569640001
931?auth=SAML

Lapadat, J.C. (2017) 'Ethics in Autoethnography and Collaborative Autoethnography’,
Qualitative Inquiry, 23(8), pp. 589-603. https://doi.org/10.1177/1077800417704462

Lin, Y.E. (no date) An autoethnographic study tool kit. UAL Decolonising Arts Institute. Web
link: https://www.arts.ac.uk/ _data/assets/pdf file/0028/377326/Eve-
Lin_Toolkit compressed.pdf

Loughborough University (no date) Autoethnography | Research ethics and integrity. Web
link: Autoethnography | Research ethics and integrity | Loughborough University

Poole, A. (2022) 'Methodologies don't hurt people, bad people wielding methodologies do:
Autoethnography and that paper from Qualitative Research', BERA Blog, 24 August.
Weblink: https://www.bera.ac.uk/blog/methodologies-dont-hurt-people-bad-people-
wielding-methodologies-do-autoethnography-and-that-paper-from-qualitative-research

Research Ethics Board, Ryerson University (2017) Guidelines for Conducting
Autoethnographic Research. (revised November 2017). Web link: Guidelines for
Conducting Autoethnographic Research

Schneidman, J. (2025) 'When Ethics Becomes Unethical: An Autoethnographic Account of
Gaining Ethics Approval to Conduct Ethnography in a Healthcare Setting', Journal of
Academic Ethics, 23, pp. 815-823. htips://doi.org/10.1007/s10805-024-09574-z

Sparkes, A.C. (2024) 'Autoethnography as an ethically contested terrain: some thinking
points for consideration', Qualitative Research in Psychology, 21(1), pp. 107-139.
https://doi.org/10.1080/14780887.2023.2293073

Tolich, M. (2010) 'A Critique of Current Practice: Ten Foundational Guidelines for
Autoethnographers', Qualitative Health Research, 20(12), pp. 1599-1610. DOI:
10.1177/1049732310376076

Xue, H., van Kooten, K. and Desmet, P.M.A. (2026) 'A consent for myself/ourselves:

designing for responsible use of autoethnography', CoDesign, 22(1), pp. 112-128.
https://doi.org/10.1080/15710882.2025.2456609
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Appendix 5: Health Research Authority (HRA) Guidance and Decision
Tools

Which Ethics committee to apply to

Researcher
University University Staff
Students
University Students KUREOS KUREOS
may not be needed
(see Appendix 2)
University Staff KUREOS KUREOS
Participant | \ .15 Tryst Staff HRA & KUREOS | HRA & KUREOS
or Data
NHS Trust Patients HRA & NHS REC | HRA & NHS REC
Other Organisation KUREOQOS & other KUREOQOS & other
Organisation’s Organisation’s
Process Process

Please email KUREOS@kingston.ac.uk if you have any queries regarding your NHS
research.
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HRA / REC Approval

Application
Submission

REL issues
opinion

Additional info [

attend mesting darification may
{if required) be nesded

HRA validation

HRA initial HRA assessment
assessment continues

Valldatlon letter

-~

HRA initial
assessment
etter

H»= Please ensure you update sites with changes throughout the approvals progress  #———

Load application
and approval to
KUREOS

Favourable
Ethical Opinion
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HRA Links

HRA decision tree - Is my study research?

Do | need NHS REC review?

Does my project require review by a Research Ethics Committee (REC)?

Student Guidance

Student research toolkit

Information to help you plan your student project
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Appendix 6: Using Al/GenAl for analysis of research data

A. Introduction and Scope

Integrating Artificial Intelligence (Al) and Generative Al (GenAl) into research workflows
can assist researchers with processing and understanding information. By offering high-
speed numerical processing and nuanced linguistic interpretation, these tools can help
researchers across both quantitative and qualitative disciplines.

In quantitative analysis, Al can help with predictive modelling, automated data cleaning and
scalability. In qualitative analysis, Al can help with analysis of "unstructured" data (text,
audio, and video) by facilitating rapid synthesis, semantic coding, and multilingual
processing. Al can also support mixed-methods approaches by synthesising both data
types simultaneously.

Al can assist with the cognitive heavy lifting of sorting, processing, and summarising,
freeing the human researcher to focus on high-level interpretation.

Despite the potential to augment research processes, there are ethical considerations to
keep in mind when using Al (in particular, GenAl) to handle research data, particularly
regarding consent and data privacy/confidentiality. This guidance document is intended to
help staff navigate those challenges by outlining the key ethical considerations that apply.
The focus of this document is mostly on GenAl.

What these guidelines cover:

This guide will focus on guidance regarding ethical implications of using Generative Al
(GenAl) rather than traditional, proprietary machine learning (ML) as this most likely
reflects the current reality of the research landscape. While advanced ML has been around
for decades, the widespread free availability of GenAl has fundamentally changed the
accessibility and the background technical/specialist knowledge required for Al
applications in research. For this reason, GenAl deserves a dedicated ethical focus, as its
ethical implications are more urgent, given that it is already being used by researchers who
may not always fully grasp the risks it poses to the integrity of their work and the ethical
implications of using it to analyse research data.

Summary Comparison

Primary Specialists, Data Scientists Everyone (Students, Faculty, Staff)

Users

Interaction Code, Structured Data Natural Language, Conversation

Output Type Predictions, Classifications Content, Analysis, Synthesis

Ethical Risk Algorithmic Bias, Lack of Hallucination, Plagiarism, Erasure of
Clarity Context

Gatekeeping High (Cost & Skill) Low (Free & Intuitive)
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B. Researcher Checklist for GenAl Use

Before proceeding to the detailed guidance, please review the following checklist. It is
designed to serve as an initial roadmap and self-assessment tool to help you navigate the
ethical and technical challenges outlined in this document. Identifying these requirements
early will help ensure your project meets University standards before data processing
begins.

How to use this section:

Use these questions to reflect on your requirements. If you are unsure about a specific
requirement, the "Refer to Section" tags will guide you to the relevant section in this
document where you can find additional information.

1.

Scope & Definition: Do | understand the difference between traditional Machine
Learning and Generative Al, and why GenAl requires more urgent ethical oversight?
Refer to Section A.

. Publication Integrity: Have | checked the specific Al and authorship policies of my target

publisher or journal? Refer to Section C (Authorship & Publication).

Hallucination Check: Do | have a rigorous process in place for a human expert to verify
Al-generated summaries, codes, or findings for potential "hallucinations"? Refer to
Section C.

Qualitative Depth: Have | considered how outsourcing "sense-making" to Al might
impact my immersion in the data or introduce Western-centric interpretation bias? Refer
to Section C.

Data Security: Am | strictly following the "Default Rule" to avoid uploading non-public,
sensitive, or confidential data to mainstream, internet-based LLMs? Refer to Section D
(Universal Data Privacy Principles).

Anonymisation Caution: Even if my data is anonymised, am | aware of the University’s
position regarding the high risk of Al-driven re-identification? Refer to Section D and
Section E.

Tool Selection: Am | using University-approved enterprise software (e.g., Microsoft
Teams for transcription) rather than personal third-party accounts? Refer to Section D
(Automated Transcription).

Ethics Planning: Was the use of GenAl for analysis anticipated and disclosed in my
initial ethics application, rather than decided after data was already collected? Refer to
Section E.

Participant Information: Does my Participant Information Sheet (PIS) name the specific
Al tools being used and link to their privacy statements? Refer to Section E.

10.Transcription Rights: Are participants explicitly given the right to decline Al-assisted

transcription while still opting into the study? Refer to Section E.

Note to Researchers: This checklist is a starting point for ethical reflection. If you remain
unsure about the implications of a specific tool, please contact the University Research
Ethics Committee and/or Data Protection Team for further guidance.
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C. Conceptual Risks

1. The Democratisation of Al Access

Traditional research Al, such as custom neural networks or proprietary predictive algorithms,
usually requires significant coding expertise, high-performance computing clusters, and
substantial funding. This limits their use to specialised data scientists. On the other hand,
GenAl has lowered the "barrier to entry" to near zero. Tools like Gemini and ChatGPT are
available on any smartphone, often for free (all have free tiers). Researchers no longer need
to speak "Python" or "R" to perform complex coding data tasks; they can simply interact with
the tool in typically English (written and audio). As these tools are now ubiquitous and
"household names," they are being integrated into research workflows by students and staff
alike, often without any technical training, unplanned and/or undisclosed.

2. The "Black Box" vs. "Black Mirror" Problem

In traditional ML, the primary ethical concern is often transparency (referred to as the "Black
Box"), i.e., understanding exactly how an algorithm reached a specific numerical prediction.
In GenAl, the ethical concerns move from technical transparency to creative agency and
Authorship & Intellectual Property. There is a risk of convincing-sounding hallucinations &
fabrications, especially if verification is not thorough or the individual verifying information
does not have the subject knowledge to detect hallucinations & fabrications. Further, as
GenAl is trained on the collective creative output of humanity, when a researcher uses it to
draft a literature review, it raises questions of plagiarism and "derivative work" that traditional
predictive models do not raise to the same extent (as they just output probabilities).

3. Qualitative Nuance and Subjectivity

Whilst handling numerical data with Al has long been done, using Al for qualitative
research, which was previously considered a "human-only" domain due to its reliance on
empathy and context, is a relatively recent development. Ethical concerns here revolve
around Interpretation Bias and Loss of Human Connection. When GenAl "codes" a
transcript or "identifies themes," it isn't just counting words; it is interpreting meaning. If the
underlying model has cultural or Western-centric biases, it can systematically silence certain
voices in the data, even as the researcher believes they are being "objective" (in the sense
that their own biases do not impact the data analysis as an “objective” machine is doing it
for them). If in qualitative research, the researcher’s immersion in the data is a key part of
the methodology, then outsourcing the "sense-making" to GenAl may lead to a loss of the
deep, intuitive understanding that comes from manual analysis.

Nicmanis, M., & Spurrier, H. (2025). Getting Started with Artificial Intelligence Assisted Qualitative Analysis: An Introductory Guide to
Qualitative Research Approaches with Exploratory Examples from Reflexive Content Analysis. International Journal of Qualitative
Methods, 24. https://doi.org/10.1177/16094069251354863

4. The "Dual-Use" Nature of the Output

There are other risks made more possible with the widespread availability of GenAl which
impact research integrity more so than the traditional research ethics. This includes the risk
of academic fraud and ease of misuse (e.g., writing a fake paper, generating fake datasets,
expanding small datasets by fabricating new participants based upon an existing dataset to
support a predetermined conclusion).

Using GenAl for any aspect of data analysis may make it harder to publish your work so you
are advised to check publishers’ guidelines in advance of using any GenAl tool to facilitate
any aspect of your research (some examples: Bristol University Press, home of Policy Press
Policy on authorship and Al, Committee on Publication Ethics (COPE) position statement on
Authorship and Al tools, Elsevier, JAMA Network, Nature Portfolio, Oxford University Press
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(OUP), Sage Publications Guidelines for Authors, Taylor & Francis Al Policy, World
Association of Medical Editors.

D. Data Privacy and Tools

Universal Data Privacy Principles:
Do not upload non-public data, check for opt-outs, and de-identify data.

The default rule is that you should not upload non-public, confidential, or sensitive research
data (personal data as per GDPR) into any commercially available LLM. This applies even
if you believe the data is anonymised, due to the high risk of re-identification.

It is the responsibility of the user (researcher) to read the Terms and Conditions of any tool
they use to verify what happens to data input or uploaded to that tool. There may also be
distinctions between a free tier and a paid tier for the same tool. Some tools offer an opt-
out option (sometimes available for free), allowing users (researchers) to choose not to
have their (research) data used to train the model. If a service offers an opt-out that clearly
states the user’s data/inputs will not be used for training its Al models, then in theory, this
is safe to do (from a GDPR perspective). Researchers can only be assured in this regard
by understanding the platform's technical protections, which are usually available on its
website.

Types of GenAl used for research:
These guidelines cover using Al to help analyse both quantitative and qualitative research
data. This includes using Al tools such as:
1. Mainstream Large Language Models, e.g., ChatGPT, Claude, Gemini, Copilot
(linked to the internet)

2. Local Al models (which run from a local machine and are not connected to the
internet, ensuring data privacy)

3. Dedicated research tools for qualitative (e.g., Looppanel, NVivo, ATLAS.ti, and
MAXQDA) and quantitative data analysis (e.g., Julius Al) as well as for automated
transcription (e.g., Microsoft Teams, Otter.Al and MeetGeek.Al)

Mainstream Large Language Models

The primary risk with commercial GenAl tools is that prompts and uploads typically become
part of the model's training data. Once uploaded, this data becomes irretrievable and outside
of the researcher's control. This is particularly problematic for qualitative research involving
sensitive or personal information. Sharing such data with third-party platforms compromises
the confidentiality promised to participants and may prevent them from effectively
withdrawing their data from the study.

Our Microsoft Copilot Enterprise edition keeps our university data safe with built-in
commercial data protection from Microsoft. Despite that, you are strongly advised to
anonymise all data (text, video, audio, or numerical) that you deem appropriate to upload to
it for analysis.

Local Al models

With Local Al models, as data never leaves the local machine, this means it eliminates the
"cloud-upload" risk. From a GDPR point, local Al models (which run on local machines and
where data does not leave that machine and is thus not used to train a third party Al model)
are usually appropriate and would meet the university’s requirements, provided access to
said local machine is closely controlled so that others cannot access the data/Al model
locally installed without permission. This would be the same advice applicable to any data

34


https://academic.oup.com/pages/for-authors/books/author-use-of-artificial-intelligence
https://www.sagepub.com/about/sage-policies/corporate-policies/ai-author-guidelines
https://taylorandfrancis.com/our-policies/ai-policy/?_ga=2.222289624.1774348181.1729700589-1362381716.1729700589
https://wame.org/page3.php?id=106
https://wame.org/page3.php?id=106

collected from human volunteers where you would always be asked to protect it from
unauthorised access (e.g., using the appropriate Kingston University storage, such as
OneDrive for students and SharePoint for staff).

Dedicated research tools for qualitative (e.g., Looppanel, NVivo, ATLAS.ti, and
MAXQDA) and quantitative data analysis (e.g., Julius Al)

Note: the inclusion or exclusion of a tool from the list below does not constitute an
endorsement or otherwise for its use.

Below is a list with links to data security information for several Computer-assisted
qualitative data analysis software (CAQDAS) packages that use Generative-Al models (list
obtained from [University of Surrey Ethics of Al in QDA] | [CAQDAS] page):

e AILYZE Data Security information

o ATLAS.ti Al Data Security and Privacy

e ColLoop Security and Ethics information and information about what happens to
data when uploaded

« MAXQDA Al data protection information

¢ NVivo Al Assistant Terms of Use

e QlInsights Privacy Policy

¢ Quirkos Privacy Policy

« Reveal Privacy Policy

o« Transana Data Privacy and Security information

The following external page provides up-to-date comparative information about selected
CAQDAS packages (both well-known and less-well-known commercially available and
free/open source products). Link to External Page: Choosing a CAQDAS package |
University of Surrey.

Automated Transcription (e.g., Microsoft Teams, Otter.Al and MeetGeek.Al)
Note: Choosing a secure transcription tool is only the first step. You must also obtain
explicit participant consent for Al-assisted transcription, following the mandatory
requirements and using the sample wording provided in Section D: Consent and
Transparency

Researchers must use University-approved software and hardware wherever possible,
particularly when handling special category (sensitive) data, rather than personal or local
alternatives.

The recommended Kingston University recording and transcription service is Microsoft
Teams. Enterprise-grade privacy means Microsoft does not use customer data to train the
LLMs used by Copilot and Teams Al features, that access to files and transcripts complies
with organisational permission structures, and that data remains encrypted in transit and at
rest whilst the LLM processes the audio and generates a written transcript.

MS Teams Privacy & Security + Admins- Manage transcription and captions for Teams
meetings
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Third-party tools, whilst convenient, raise key risks when used to generate transcripts
(process audio files). These include loss of control over data, lack of consent or inadequate
privacy notices, international data transfers (to or from jurisdictions with different privacy
protections), the possibility of data being used to train Al models, poor accuracy or the
introduction of bias, and security vulnerabilities. For further guidance, please check:
o For staff: https://kingstonuniversity.sharepoint.com/sites/CIG/SitePages/Protecting-
personal-data.aspx#unsupported-third-party-services
e For students:
https://kingstonuniversity.sharepoint.com/sites/mykingston/myuni/randr/data-
protection/ GDPR-for-students/Pages/Unsupported-third-party-services.aspx

E. Consent and Transparency.

Consent is the cornerstone of research ethics.

From an ethical perspective, it is important that there is clear communication with
participants about Al use (if any), and that the researcher knows the platform's data
policies and de-identifies sensitive data before analysis. This means that if the researcher
intends to use an Al tool, they must inform the participant via PIS and seek their consent
and this must have anticipated at the time of an ethics application (i.e., the researcher
planned to use an Al tool to assist with data analysis rather than deciding to use it only
after the data had been collected but where the usage was not planned, regardless of the
benefits associated with it).

While truly anonymous data falls outside GDPR, the University's default position is to avoid
uploading any project-specific research data to mainstream LLMs, regardless of its
anonymisation status. From an ethical perspective, just because the data is collected
anonymously (or made anonymous), does not give the researcher the right to upload the
data to an LLM without first obtaining the consent of the research participants before data
collection starts. As part of the consent process, users must be advised of the intention to
use a GenAl tool (or any tool to which their data may be uploaded), plus the privacy
statement of that tool(s) should be disclosed to them. This allows the user to make an
informed decision on whether they wish to participate in the research study.

Regardless of which tool you ultimately use (even if the university’s Microsoft tools such as
Copilot and Teams), you should obtain explicit consent (active, informed, specific,
unambiguous, freely-given and documented) from participants if you plan to use Al tools to
transcribe qualitative data (e.g., interviews, focus groups). The following paper provides
useful guidance for researchers.

Before seeking consent, you must ensure that your chosen tool meets the university's
security standards. Detailed guidance on approved transcription software (such as
Microsoft Teams) and the risks of third-party platforms can be found in Section C: Data
Privacy and Tools

Samuel G, Wassenaar D. Joint Editorial: Informed Consent and Al Transcription of Qualitative Data. Journal of
Empirical Research on Human Research Ethics. 2025;20(1-2):3-5. doi:10.1177/15562646241296712

The paper highlights the importance of researchers taking responsibility for ensuring their
chosen Al transcription service protect participants’ data during the transcription process,
that participants are given the right to decline or withdraw from the Al transcription (even if
they consent to participate in the study overall), that Al transcriptions will be reviewed and
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corrected by human researchers and finally that an alternative to using an Al (automated)
transcription is offered (if feasible). The paper offers some generic wording for researchers
to use in participant information sheets (and adapted to include in consent forms):

“If you agree, this study will make use of an Al service to transcribe interview data that you
provide. The Al service we will use is [INSERT HERE], which has a data governance
statement that can be found here [INSERT HERE].

If you are uncomfortable with us using online software transcription services please let us
know before you take part in the interview/workshop so that we can ensure that we instead
use a transcription service.”

Further Guidance:
This is from OpenAl’s website:

Services for individuals, such as ChatGPT, Codex, and Sora

When you use our services for individuals such as ChatGPT, Codex, and Sora, we may use your
content to train our models.

You can opt out of training through our privacy portal by clicking on “de not train on my
content.” To turn off training for your ChatGPT conversations and Codex tasks, follow the
instructions in our Data Controls FAQ. Once you opt out, new conversations will not be used to
train our models.

Figure 1: OpenAl’s Privacy Statement.

Source: OpenAl (2026) How your data is used to improve model performance. Available at:
https://help.openai.com/en/articles/5722486-how-your-data-is-used-to-improve-model-performance

This is from Microsoft Copilot’s installation available via a KU account (and not a personal
account). Our enterprise edition keeps our university data safe with built-in commercial
data protection from Microsoft, but you are strongly advised to anonymise all data (text,
video, audio or numerical) that you deem appropriate to upload to it for analysis.

56 Temporary chat

This chat will not use or create memories and will not be saved in your chat session history.
Temporary chats will be retained in accordance with the retention policy defined by your IT
administrator and may be accessible to them during that period.

Message Copilot

+

O

Find Learn Summarise Create

Figure 2: Microsoft Copilot's Temporary Chat Statement in KU’s Enterprise installation.
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Data protection when using Microsoft
365 Copilot Chat for work or school

» Applies To

Microsoft 365 Copilot Chat provides Al-powered chat for the web. Whether researching industry insights,
analyzing data, or looking for inspiration, Microsoft 365 Copilot Chat gives you access to better answers,
greater efficiency, and new ways to be creative.

To help protect your data, Microsoft 365 Copilot Chat provides enterprise data protection when you sign in
with your work or school account.

Here are some important things to know about Microsoft 365 Copilot Chat:

= Microsoft 365 Copilot Chat uses your work or school account for authentication and automatically
provides enterprise data protection when you're signed in with that account.

®  Your prompts, including any work content you add to the prompt, and Copilot's responses aren't
used to train foundation models.

= Your chat data in Microsoft 365 Copilot Chat is encrypted during your chat session.

= Your prompts, Bing search queries triggered by your prompts, and responses in Copilot Chat are
logged. Your IT admin can use search and audit tools from Microsoft to view this logged information.

= Microsoft 365 Copilot Chat helps to safeguard you against harmful content, such as violence, graphic

content, or hateful speech.

= Bing search queries triggered by your prompts in Microsoft 365 Copilot Chat consist of a few words
informed by your prompt. These queries aren't linked to your account or your organization.

®  The Bing search service operates separately from Microsoft 365 and has different data-handling
practices from those used for prompts and responses. These data-handling practices are covered by
the Microsoft Services Agreement between each user and Microsoft, together with the Microsoft
Privacy Statement. This means that Microsoft acts as an independent data controller responsible for
complying with all applicable laws and controller obligations. This approach is consistent with other
optional connected experiences that rely on Bing.

Figure 3: Microsoft Copilot's Data Protection Statement applicable to KU’s Enterprise
installation.
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https://www.ukri.org/publications/ukri-policy-on-the-governance-of-good-research-practice/
http://www.abpi.org.uk/
http://www.acrohealth.org/
http://www.acrohealth.org/
http://www.bbsrc.ac.uk/
http://www.bbsrc.ac.uk/
http://www.basw.co.uk/
http://www.basw.co.uk/
https://www.bps.org.uk/
https://www.britsoc.co.uk/
https://www.csp.org.uk/
http://conventions.coe.int/
http://www.coe.int/
http://www.esrc.ac.uk/
http://www.esrc.ac.uk/
https://www.ukri.org/councils/epsrc/
http://www.hse.gov.uk/
http://www.hse.gov.uk/
http://www.ich.org/
http://www.ich.org/
http://www.ich.org/
https://www.ukri.org/councils/mrc/
https://www.nuffieldfoundation.org/research/nuffield-council-on-bioethics
https://www.rcn.org.uk/professional-development/research-and-innovation
http://www.the-sra.org.uk/
http://www.the-sra.org.uk/
http://www.data-archive.ac.uk/
https://www.who.int/
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